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Perspective of Fraud in India

30%

Procurement

11%

Sales/M
arketing

18%

Vendor/Partner 
selection & 
management

Processes most vulnerable to fraud risk

8%

Finance/accounting

58% respondent believe that incident of fraud will rise 
in the next two years

Source: Deloitte India Fraud Perception Survey 2018
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India perspective - usage of technology for fraud detection

Advanced Technology awareness and usage in fraud detection

Source: Deloitte India Fraud Perception Survey 2018
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Overview of Digital Forensic

Digital Forensic is the application of the scientific principles to the process of 
discovering information from a digital device

Result Verification:
Result of research need to be 
validated 

Test the Hypothesis
Testing helps in fine tuning the 
results for analysis

Purpose of Research
It is  important to define the 
purpose of research 

Defining the Hypothesis
Defining hypothesis  helps in 

understanding measures to be 
taken for the research

https://youtu.be/ZUqzcQc_syE
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Need for Digital Forensic

Factors Impeding Fraud Controls

Information Silos :

Can provide an incomplete picture.

Can’t always compete with 
fraudsters:

Reliance on manual processes and 
ad-hoc data analysis coupled with 
lack of resources and skills  

Reliance on Rule Based Testing:

Sophisticated schemes can be 
missed

Unstructured Data :

It is difficult to analyze , access 
and integrate data.
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Digital forensic and its role in fraud risk management

Proactive Reactive

• Setting up a forensic lab and/or fraud 
risk management system

• Evaluating standards of an existing 
lab/process reviews

• Investigations

• Evidence management
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Analytics Driven Fraud Investigation

Dimensions for defining analytics driven fraud investigation 

Mature Analytics :
Inc lud ing too ls  employed, 
f requency  o f  ana lys i s  and 
whether it is conducted in silos 
or enterprise manner 

Risk Scoring at entity rather 
than transaction :
Transaction don’t commit frauds- 
employees , vendors, customers  
and others do..

Integrated Data Marts :
Including structured and 
unstructured data for risk 
modelling

Advance Analytics :
Including advance analytics 
such as machine learning, 
cognitive computing can enable 
finding associated bad actors 
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Data considerations during data discovery

Familiarity/Ownership

It is important for senior 
management to understand the 
data owners who are fluent at 
and acquainted with various 
data systems which are part of 
their organization’s structure

Location

Knowing where the data is 
stored is as critical as 
knowing the sensitive nature 
of different data sets 
themselves. Data maps help 
in understanding the 
landscape of a firm’s digital 
storage infrastructure.

Volume

The amount of data that a 
firm holds must be in line 
with the understanding of the 
senior management as well 
as aligned with the applicable 
regulatory requirements. 

Preservation 
requirements

Regulatory requirements on 
retention and preservation 
schedules of data sets are 
significant to the firm in times 
of litigation, and for 
geographical and jurisdictional 
privacy compliance. 

Data type of discovery

Regulatory requirements do 
not permit cracking 
passwords to documents or 
personal email accounts that 
may be identified as part of 
the review. Open documents 
can be reviewed.
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Reactive Digital forensic: Investigation and data management

• Assessment of 
complaint and 
problem at hand

• Stakeholders involved

• Accused involved

• Permission levels

• Access strategy

• Doability assessment

• Nature of IT assets to 
be reviewed

• Server data + on-
asset data 
identification for each 
user

• Imaging assets

• 4-24 hour timeframe 
per asset depending 
on the security level 
of asset and type

• Chain of custody 
procedures

• Raw data collection 
and storage on hard 
drives

• Data processing

• Indexing

• Keyword identification 
based on scope

• Run queries

• Review number of size 
of results

• Index and transfer 
data for review

• Review data using 
review tools like 
Relativity

• Identify hot, medium, 
low hits

• Level 1,2,3 reviews 
for story construct

• Evidence arrangement 
as per scope and 
delivery

• Data storage per 
investigation for 5-7 
years as per 
regulatory 
requirement
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Stages in Advanced Fraud Analytics

Data 
Collection 
Strategy
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Anomaly 
Testing 
Strategy

Payment Records

Contracts Data

Supporting Docs

Forensic Accounting

Financial Intel

Capital Projects 

ANOMALY 
TESTS

False-positives

Risk-scored 
results

 
REVIEW

Open-Source Info Valuation

PERFORMANCE 
TESTS

Improper Payments

Control Weaknesses

Suspicious Patterns

Searchable 
Repository

Enhance 
Transparency  
Accountability

Mitigate 
Control 

Deficiencies

Recover 
Improper 
Payments
Support 
Audits & 

Investigations

Multiple data sources are 
considered for collection, 
including electronic 
records, paper 
documents, and open-
source research. 

Review may be 
performed on payment 
data to risk-score 
potentially anomalous 
behavior.

#The methodology helps 
to provide the 
ACTIONABLE RESULTS 
that will provide 
enhanced transparency 
and accountability.

Information Processing

Advance Analytics

Result Management 
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Fraud Detection – Advanced Analytics Solution Approach

Static Rules Supervised 
Learning

Unsupervised 
Learning

• Known common patterns

Clustering

Markov Chain 
Modelling

Association
Graph Analysis

Domain 
Expert 
Insight

• Data labels in past data 
available for training

• Standard classification 
techniques to construct 
the predictive model

• Model the ‘normal’ 
behavior of events and 
hence detect deviations 
from the modelled 
‘normal’ behavior

• Eg. Claims Data

Point 
Anomalies

Contextual 
Anomalies

Collective 
Anomalies

• Data labels not 
available or not used

• To uncover new and 
unknown fraudulent 
patterns 

• Measure the probability 
of a sequence of events 
happening and use to 
that to detect any rare 
sequence

• Eg. Credit Card 
Transactions

• It locates the 
associations among the 
users to identify 
suspicious connections

• Eg. Invoicing, Transfers

Domain 
Expert 
Insight

Identify 
Fraudulent 
events

Start
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Unsupervised Learning to identify new or emerging fraud patterns, such as buyers that are 
behaving very differently from their peers.

Anomaly Detection

Identified buyers making 
anomalous purchases of 
certain materials

Buyer A – Normal Behavior Buyer B – Outliers Identified

Analyzed normal purchasing 
activity for buyers within the 
organization



Drilling on the 
keyword provides 
transaction details

Illustrative Sample : Invoice Keywords (Anti-Bribery and Corruption Perspective)

Private and Confidential
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Illustrative Sample : Conflict of Interest Amongst Vendors

Private and Confidential
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Illustrative Sample : Vendor Risk Profile

Drill down to understand which 
vendor has what risk and why

Private and Confidential
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Illustrative Sample :Travel and expense–Claim approved and paid within 24 hours

Private and Confidential

Drill down to obtain 
details of these claims 
for further scrutiny
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Illustrative Sample :Duplicate journal entries

Private and Confidential

Drill down by account ID for 
detail breakup
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Illustrative Sample : Order to cash- Exceeding credit limit-customer wise

Private and Confidential

Drill down to customer level details
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Thank You

Payal Agarwal


