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TECHNOLOGY DISRUPTION
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As organizations
strive to become
more innovative,
we (IA) must
balance that with
the need to
manage various
risks as well as
data effectively,
including but not
limited to data
guality, data
governance and
data protection




NEXT GENERATION INTERNAL AUDIT

While “Next Gen” may sound like something that is far off, the reality is every IA function should be examining their activities (across governance,
methodology, and enabling technology) to ensure they are delivering risk assurance, advice, and insight in an efficient and effective manner.

Machine Learning (ML)
Artificial Intelligence (Al)
Process Mining @
Robotic Process
Automation (RPA)
Advanced Analytics Aligned Assurance
Methodolo9)

Provide deeper and more valuable
Continuous Monitoring Dynamic Risk Assessment insights from internal audit’s

activities and processes

Three Essential Objectives
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Make internal audit more efficien

High Impact Reporting Agile Audit Approach

© 2021 Protiviti India Member Private Limited

CONFIDENTIAL - This document is for your organization's internal use only and should not be copied or distributed to any third party.

o 0



EMBRACE NEXT GEN IA

Tran m
Evolve

Key Questions to consider for Internal Audit Leaders in order to embrace Next Gen IA:

* Are you positioned to respond to changing key business risks associated with
digital transformation initiatives?

* Are you able to leverage enterprise data efficiently to conduct risk assessments
and continuous monitoring?

* Have you added resources and skill sets, to address increased expectations
from internal and external stakeholders?

* Have you started to use technology to enhance the IA function along with relying
on existing methodologies?

* Are you still relying primarily on point-in-time risk assessments?

* Are you still performing audits and reviews in the same way as in years past?
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TECHNOLOGY AUDITS




TOP TECHNOLOGY RISKS 2021

Global Top 10 Technology Risks for 2021*

Cyber Breach

Confidentialty and privacy | ¢.74
Rty Componce Y ¢ 54
User Access | .63
Security Incident Management [[EEEEEGEGEGEGEEE 657
Disaster Recovery _ 6.40
Data Governance _ 6.36
Third-party Risk [N 6.32
Remote Workplace Infrastructure _ 6.26
Availability Risk [N 6.22

6.97

IT Audit’s Perspectives on the Top Technology
Risks for 2021.

Global Top 10 Technology Risks — Digital Leader Group vs. Other Organisati

‘o
Cyber Breach 6.3-699
Confidentiality and Privacy e 6.85
Regulatory Compliance i 6.82

Securey ncident Manazement | s -
6.68
User cess |

Data Governance — 6.46
Disaster Recovery e 646
Thira-party ris | ™
Remote Workplace Infrastructure 622 6.34

M Digital Leaders M Other Organizations

ISACA and Protiviti partnered to conduct the 9th Annual IT Audit Technology Risks Study in September 2020. More than 7,400 (n = 7,470) executives and professionals, including CAEs as well as IT audit vice presidents and directors,
completed our online questionnaire. In the survey, respondents were asked to rate the significance of 39 technology risk issues on a scale of 1 to 10, based on their organization’s technology risk assessment, with “1” representing low impact

to the organization and “10” representing extensive impact to the organization.
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IDENTIFY & ASSESS TECHNOLOGY RISK

Yes, it is conducted as part of the overall
internal audit risk assessment process

All respondents

61%

Yes, it is conducted separately from the
overall internal audit risk asseszment

process

16%

Yes, it is conducted by a group other than
internal audit {e.g., ERM), but intemal
audit relies on the output to produce their
audit plan

15%

Mo, a technology audit risk assessment is
not conducted

8%

Digital Leaders vs. Other organisations

14% 17%
Yes, it is conducted as Yes. it is conducted
part of the overall separately from the
internal audit overall internal audit
risk assessment risk assessment
process process
W Digital Loaders B Other Organizaticas

16% 34% 11%
3% -
Yes, it is conducted No, a technology
by a group other than audit risk assessment
internal audit {e.g.,.ERM), is not conducted
but internal audit relies
on the output to produce
their audit plan

Protiviti & ISACA Survey 2021 |

Protiviti & ISACA Survey 2021

No luxury of conducting high-level “check-the-box”
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TECH AUDIT UNIVERSE




I'T AUDIT UNIVERSE

Pre and Post
IT General . lmple_mentauon
Controls and CyllajertSesquty IT Regulatory — Audits — ERP
Application AESINESE  RBI, IRDA etc [Projects
Audits —
Integrated Audit

Framework IT AUDIT RPA Governance

BCP/DR audits Audits — ISO and Audits
27001, NIST, UNIVERSE

HIPAA etc.

SOX and 31 party Vendor
SOC1/2 audits

COVID-
WFH
security
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IT Fraud
Investigations

Protiviti & ISACA
Survey 2020

LatnAmenca/ | Muddle

North

Africa Europe e | TEast | Amarea | Oceania
Conducting IT gensral 82% | 70% | s1% 26% 69% 79% 78%
control audits
Conducting application audits 22% | 67% | 74% 85% 73% 72% 70%
Conducting IT process audits 73% | 63w | 76% 85% 80% 69% 78%

I

Conducting cybersecurity audits 65% 52% 69% 78% 73% 71% 65%

ToTeTTEEET
Conducting vulnerabil
ngwul ity a6% | 18% | 22% 36% 29% 21% 20%

Supporting the organization’s PCI 116 | 115 | 122 1% 10% 197 11

c program

Conducting penetration

testing (including Red & 26% | 10% | 15% 21% 20% 14% 15%

Blue team activities)

‘Conducting vender audits (including
third-party attestation reports)

Testing for IT Sarbanes-Oxley or
other related country-specific
compliance

7%

7%

Conducting IT assurance reviews
as partof due diligence for mergers
and acquisitions

33%

1826

15%

25%

15%

21%

20%

T

[Conducting RPA audits

5%

14%

2%

(Conducting social
|enginesring audits

&%

14%

11%

15%

13%

%

Testing business continuity/disaster
recovery plans

54%

27%

37%

55%

39%

46%

46%

Conductingpre- and post-
implementation audits

52%

33%

41%

48%

46%

49%

43%

Conducting framework
assessments (& g, against
COBIT,NIST, ISO, etc )

47%

30%

45%

62%

46%

46%

Conducting reviews of third-party
cloud services wvia the use of

the Cloud Security Alliance

(CSA) framework

9%

5%

a%%
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NEED FOR CYBERSECURITY AUDITS

+ + + Cybersecurityisincluded in the audit plan wWhat cyber-related audit activities have been performed?
[(Multiple responses permitted)

Security program assessment/framework gap analysis TI% 47%
% % Privileged access management G4% 63%
85 79 TE-C_hnICE| ass_e_ssmlllents (wulnerability assessment, penetration san a5%
testing, “red team”)
Diata boss prevention (Mentification of “crown pewels") 51% 447%
Security incedent response — simulation/tabletop 48% 8%
Leaders MNon-Leaders Socal engineering 35% 25%
Cyber breach kill chain 16% 11%
How are cybersecurity audits typically resourced? (Multiple responses permitted) KEY FACT
Exclusively wath in-house (IT audit) resources 46% 4TH %
Im-houwse resources with support from technical -
R Suppartt 41% 31%
IT mformation securty resources
Co-sourced using external SMEs 32% 2THh
Outsourced 146% 15%
Amang organizations that are not addressing cybersecurity 25 part of audit activities, the percentage
° Cybersecu rlty au d |tS are ga ini ng p rominence across the g IObe. of those that cite a lack of qualified/available resources (people or tools) as the primary reason

* More than 50% of the organizations have either engaged with a third party for co-sourcing agreements for SME
support or have completely outsourced such audits due to lack of qualified resources.

Protiviti & ISACA Survey 2020
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MAJOR CYBERSECURITY FRAMEWORKS USED

Which of the following frameworks does the audit function use in performing assessments Framework Definitions
of the organization's cybersecurity posture/maturity? (Mulfiple responses permitted) S e T T SR S T T

ITIL: A set of detailed practices for IT service management that focuses on aligning IT services with
the needs of business.

HlST{BHEEfSEf..I'It',' Framework 54% COSO Internal Controls — Integrated Framework: Provides principles-based guidance for designing
and implementing effective internal controls.

'::'EIB|T j]} FFIEC Cybersecurity Assessment Tool: Helps financial institutions identify their risks and determine
their cybersecurnity preparedness.

ﬁ': '?E{":. 431; MNIST Cybersecurity Framewaork: Helps organisations to better understand and improve their
i A L
management of cybersecurity risk.

HlST EE':' ;3 EC"': IS0 27000 Series: Information security standards published jointly by the Intemational Organization of
- - Standardization (I50) and the International Electrotechnical Commission (IEC).

CIS Critical Security Controls: Prioritised set of actions to protect the organisation and data from

'::|E‘T|:||:| 2[' ]2"': known cyber attack vectors.
- CSA Cloud Confrols Matrix: Cybersecurity control framework for cloud computing.
FFIEC Cybersecurty Assessment Tool 10%
FAIR Cyber Risk Framework: Provides information risk, cybersecurity and business executives with
— standards and best practices to measure, manage and report on information risk from the business
AICPA Trust Service Criteria Th perspective.

Protiviti & ISACA Survey 2020
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A PENETRATION TEST IS NOT ENOUGH !l

Internal audit plans frequently include a penetration test, and only a penetration test, as a cybersecurity-
related audit. The increased risk environment necessitates that internal audit look beyond penetration tests

and increase the number of cybersecurity audits.
Function Unique Identifier Catelgg:;y“ﬁgrique

LImItS Of Penetration Testing ID AM Asset management
. . ID BE Business Environment
A penetration test does not always provide an o denity Doy Covemance
accurate or comprehensive assessment of )

) A N IDRA Risk Assessment
cybersecurity risk. The goal of a penetration o Ru Risk Management Suategy
test is to simulate a single attack, not to

. . . PRAC Access Control
uncover all possible attack scenarios. It is also
. . B PR AT Awareness & Training
usually very time-constrained, lasting weeks _
instead of the months that actual attackers . . PRDS Data Secury
Information Protection
haVe. PRIP Processes & Procedures
PR MA Maintenance
PRPT Protective Technology
® DE AE Anomalies & Events
DE Detect DE CM ;ECL,”“Y Continuous
onnonng
DE DP Detection Processes
RS RP Response Planning
RS CO Communications
RS Respond RS AN Analysis
RS MI Mitigation

Internal audit departments need to rebalance

their plans to cover more cybersecurity areas. RSIM Improvements

RC RP Recovery Planning
RC
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-
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SELECTING THE RIGHT SECURITY AUDITS

An internal audit plan focused on cyber risk should be based on the organization’s risk profile and the external
threat landscape. Security audits are generally categorized into four areas (as described below), and then
specific projects can be selected based on the corresponding maturity level.

Technical Attack
Assessments

Traditional and emerging
attack vectors an attacker

may use to access your
network and information

Breach Detection &
Response

Assessing an organization’s
ability to identify and properly

14

Qonse e ”Cden
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Program/Governance

Understanding and
assessing the overall
security posture of the
environment

y

Applications & Infrastructure

Focused assessments to identify
and evaluate risks associated
with applications, supporting
infrastructure, and emerging
technology such as Cloud and
loT

(&l




COVID-19: IMPACTING BUSINESS...

oM home Business Ecosystems

c
Q Remote access & operations
¢ ; :
A Heavy online transacting
&

q q ? Virtualized meetings
aeiee

? q ? Online collaborations
\_ { [ [ )

Theme of COVID-19 for Business
NEW RULES OF ENGAGEMENT IN THE JUNGLE
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CYBER SECURITY — COVID NORM

Some CXO'’s are now driving strategic questions that will take enterprises to a new model of operation.....

Can we just transact

Why cant Why not virtualize Why cant we just put
. ; o 02C, P2P cycles : T .
Do busmes;es 3 organizations Sut.cost electronically using provide r_er_note § everything on the
need physical | & move to a “Bring RPA without / with connectivity & ¢ cloud and do away
office space? Your Own Device” minimal human Mobility based with physical
(BYOD) Model ? intervention applications ? infrastructure?
/ 3 Stage Cyber Defense Audit Scope for COVID-19 \

(Different organizations will be on different paths to managing their COVID-19 challenges, hence varied
internal control environments and audit themes)

Audit Theme : Audit Theme : Audit Theme :

. : Review
Review 2 | Review Defense

e of . defense strategy
current state o posture upon for the new

normal

cyber defense resumption
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TECHNOLOGY AUDITS — DELIVERY MODEL !t

v IT Internal auditors are in demand as the need for IT Audit increases.

v IT Internal Auditor is someone that understands Business and Technology and provide meaningful support to business in achieving the goals and mitigating
risk

+ Largely focused on
traditional audits and
business focused

* Head count limitations — Full /

Partial

Skill set Limitations

Cost Limitations

*+ On demand / less frequent
audits

. Focused towards mandated
audit program

Specialized

*  Learning curve and maturity
of the IA function

Co-sourcing /
Outsourcing

demand / less frequent audits

Having a Right Balanced team structure is an Ideal combination
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WHAT NEXT?




ACCELERATING IT AUDIT SKILLS

A combination of elements need to be looked upon to drive - “Successful Technology
Audit program”

Effective Partnership- IT
Org and Management

Develop Knowledge Benchmarks and Surveys
Shift Focus on Management
Risk Assessment

Skills/Capability
Assessment \ I

Training and Mentoring —
HR/L&E

Involve more on
Advisory support

Cross functional
Training — BU’s

Adopting Tools and

— Technology- Enablers

Partnering Opportunities-
Vendors

= O
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TECHNOLOGY RELATED CERTIFICATIONS
aWs
155F" EE‘.EESRE)HP&OPERATIOV\S HCISPR :{Eg.lTIS'CPi'EE aws@ aws@
— COBIT X CERTIFIED || CERTIFIED
, CISA CRISC [CISM
SSCP CISSP Concentrations CYBER
SECURITY I RISK

(ol SECURITY ADMINISTRATION ISEq  ARCHITECTURE, ENGINEERING, AND
— FUNDAMENTALS

(15547 | MANAGEMENT CONCENTRATIONS AUDIT
Ccsp CGEIT {CSX-P  {CDPSE AN\ awsg
il CLOUD SECURITY : ' bbAK el
Associate of (ISC)2

Advanced Networking
NOT ENOUGH EXPERIENCE? START e
CAP ON A PATHWAY TO CERTIFICATION ITCA s
@.
XN AUTHORIZATION \ CET —mm

Trust in, and value from, information systems

L\ii/J

aws
CERTIFIED

CERTIFIED

UST N, 300 Ve O, MTIEnon SYSmems

CSSLP

SOFTWARE SECURITY

Microsoft Mlcrosoﬂ

CISCO

CCNA

Security+

VY

B8 Microsoft
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