Introduction & Update on the current
changes in India’s PMLA regulatory
framework including the recent
demonetisation



Money Laundering

 The goal of a large number of criminal acts is
to generate a profit for the individual or group

t
t
C

nat carries out the act. Money laundering is
ne processing of these criminal proceeds to

isguise their illegal origin. This process is of

critical importance, as it enables the criminal
to enjoy these profits without jeopardising
their source.






Origin & Object

e PMLA, 2002 came into force w.e.f 15t July
2005, PMLA was amended in 2009, PMLA
amended in 2013 and 2015

* |t extends to whole of India including Jammu
and Kashmir

* Preamble is to prevent money-laundering and
provide for confiscation of property derived
from, or involved in money-laundering and to
punish those who commit the offence



Money laundering

e The PMLA, 2012 (w.e.f 15.02.2013) enlarges
the definition of offence of money laundering

* To include therein the activities like
concealment, acquisition, possession and use
the proceeds of crime as criminal activities

* Remove the existing limit of Rs 5 lacs fine
under the Act



Scheduled Offence

 The offences listed in the schedule to PMLA, 2002

are scheduled offence. There are 2 parts — Part A &
Part C

* Part A comprise of offences under: IPC, NDPC,
Explosive Substances Act, Unlawful Activities (
Prevention) Act, Arms Act, Wild Life (protection) Act,
Immoral Traffic ( Prevention) Act, Prevention of
Corruption Act, Antiquities and Arts treasures Act etc

e Part C deals with trans border crimes



Budget 2018

The Budget of 2018 has proposed to include
corporate frauds included as Scheduled offence,
Section 447 of Companies Act is being included
as scheduled offence under PMLA so that
Registrar of Companies in suitable cases would
be able to report such cases for action by
Enforcement Directorate under the PMLA
provisions.



PREVENTION OF MONEY LAUNDERING
(AMENDMENT) Act 2012. ( w.e.f 15.02.2013)

* Introduced the concept of “ corresponding law”
to link the provisions of Indian law with the laws
of foreign countries and provide for the transfer
of the proceeds of the foreign predicate offence
in any manner in India

* Introduced the concept of “reporting entity” to
include therein a banking company, financial
institution, intermediary or a person carrying on a
designated business or profession



PREVENTION OF MONEY LAUNDERING
(AMENDMENT) Act 2012. ( w.e.f 15.02.2013)

* Introduced the provision for attachment and confiscation of
the proceeds of crime even if there is no conviction so long
as it is proved that offence of money-laundering has taken
place and property in question is involved in money-
laundering;

e Confer power upon the Director to call for records of
transactions or any additional information that may be
required for the purposes of the Prevention of money-
laundering and also to make inquiries for non-compliance
of reporting obligations cast upon them;

 Make the reporting entity, its designated directors on the
Board and employees responsible for omissions or
commissions in relation to the reporting obligations under
Chapter IV of the Act;



PREVENTION OF MONEY LAUNDERING
(AMENDMENT) Act 2012. ( w.e.f 15.02.2013)

* Provide that in any proceedings relating to proceeds of
crime under the aforesaid Act, unless the contrary is
proved, it shall be presumed that such proceeds of
crime is involved in money-laundering;

* Provide for appeal against the orders of the Appellate
Tribunal directly to the Supreme Court;

* Provide for the process of transfer of the cases of
Scheduled offence pending in a court which had taken
cognizance of the offence to the Special Court for trial
of offence of money-laundering and also provide that
the Special Court shall, on receipt of such case proceed
to deal with it from the stage at which it is committed;



Anti Money Laundering

e An Act to prevent money-laundering and to provide for
confiscation of property derived from, or involved in, money-
laundering and for matters connected therewith or incidental
thereto.

e Offence of money-Laundering.-Whosoever directly or
indirectly attempts to indulge or knowingly assists or
knowingly is a party or is actually involved in any process or
activity connected proceeds of crime including its
concealment, possession, acquisition or use and projecting or
claiming it as untainted property shall be guilty of offence of
money-laundering.



Chartered Accountants

Chartered Accountants in their capacity as Financial Advisors, Tax
Advisors and Auditors may provide certain services to their
client's which unknowingly could be an offence under The
Prevention of Money Laundering Act, 2002

Bhujbal’s Chartered Accountant arrested in money laundering
case

V. Vijay Sai Reddy - Chartered Accountant & Financial Advisor of
Y.S. Jagan Mohan Reddy denied bail by Supreme Court in money
laundering case

Accounting Bodies in western countries like ICAEW, ACCA etc
have published guidance note for their members to comply with
the Anti-Money Laundering guidelines of their respective
countries.



CSR

* Public Trusts are now increasingly used for
laundering of funds of companies meant for
CSR and most often the funds minus a
commission come back to key persons of the
companies to be used as cash money and
bribes. This is the newest method adopted by
Indi's top corporates these days. The
regulators in Corporate Affairs do not have
the capacity to verify AOC-4 form which is not
statutorily subject to any external audit.



CSR

 Moreover, neither ED nor any other authority
like FIU is alive to this trend in money
laundering regime. The civil society needs to
use right to information provisions to get at
AOC-4 from company regulators and public
data of concerned public trusts engaged in
this nefarious activities. However, there is no
centralized data on public trusts which make
the business of catching the top corporates
difficult.



Fugitives Economic Offenders bill
2018

 The ED has now been given the responsibility
of enforcing the Fugitives Economic Offenders
bill 2018, as and when it becomes a law

* The bill aims to bring to task suspected
economic offenders who flee India and do not
return to face trial. It gives the government
powers to confiscate property both within and
outside India of fugitive economic offenders —
whether or not the properties have been
purchased from proceeds of crime



Fugitives Economic Offenders bill
2018

* |t also covers a wide array of white collar
offences that can lead to an individual being
classified as an economic offender. Serious
violations of tax laws, including the goods and
services tax, customs and excise, anti-black
money law and benami property transactions
could see provisions of this bill kick in. To be
sure, the amount involved has to be more
than Rs100 crore for the law to kick apply.



History

* Political Declaration and Global Programme of
Action, annexed to the resolution S-17/2 was
adopted by the General Assembly of the United
Nations at its seventeenth special session on the
twenty-third day of February, 1990;

e Political Declaration adopted by the Special Session
of the United Nations General Assembly held on 8th
to 10th June, 1998 calls upon the Member States to
adopt national money-laundering legislation and
programme



Money Laundering

* Financial Action Task Force on Money
Laundering (FATF) defines money laundering
as “the processing of criminal proceeds to
disguise their illegal origin in order to
legitimize the ill-gotten gains of crime.”



MANESARLANDDEAL 7 -1\ 0,071

ED files money-laundering case against Hooda

DEEPTIMAN TIWARY
NEW DELHI, SEPTEMBER 8

THEENFORCEMENT Directorate
(ED) has registered a case of
money laundering against for-
mer Haryana CM Bhupinder
Singh Hooda in connection with
theManesar land deal case. This
is the second case in which
Hooda has been charged by the
agency after he was accused of
money laundering in the case of
land transfer to Associate
Journals Ltd, which owns the
newspaper National Herald.
Last Saturday, the CBI had

carried out raids at 24 premises
linked to Hooda, his close aides
and former and current bureau-
crats of the state government in
connection with the alleged
Manesar land grab case. The ED
took cognizance of a corruption
case filed by CBI in the matter
and registered a case under var-
ious sections of Prevention of
Money Laundering Act (PMLA),

ED sources said the agency s
ascertaining details of the pro-
ceeds of the crime arising out of
the CBI case and investigating
the flow of funds to various peo-
pleinvolved inthe alleged scam.
According to the CBI, farmers in

BHUPINDER SINGH HOODA

may include those belonging to
the former CM," a senior ED offi-
clal said.

The CBI raids were con-
ducted in Rohtak, Gurgaon,
Panchkula, Chandigarh and
Delhi, and included Hooda's res-
Idence and office. During the
searches at Hooda's residence,
CBI sources claimed to have
found details of “fund transac-
tions worth crores of rupees”,
These transactions are being

Manesar were cheated of overRs ~ scrutinised by the agency.

1,500 crore n the alleged scam.
“Once the money trail is es-

The case pertains to the al-
leged purchase of 400 acres of

tablished, we will proceed with  land from farmersin Gurgaon for
attachmentof properties,which  Rs 100 crore when the actual

worth (according tomarketrate)
was Rs 1,600 crore. The pur-
chase, according to the CBI, was
made between August 2004 to
August 2007, under the “threat
andfalse apprehension of acqui-
sition of the land by the state
government”,

The CBI said the Haryana
government had issued notifica-
tions under various sections of
the Land Acquisition Act for ac-
quisition of land, measuring
about 912 acres, for setting upan
Industrial Model Township. Asa
result, a large number of land
owners allegedly sold their land
at throwaway prices,



Money Laundering

* |llegal arms sales, smuggling, and the activities
of organised crime, including for example drug
trafficking and prostitution rings, can generate
huge amounts of proceeds. Embezzlement,
insider trading, bribery and computer fraud
schemes can also produce large profits and
create the incentive to “legitimise” the ill-
gotten gains through money laundering.
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A ﬁrst, ED seizes 1. 280

9 A
acres

‘of Indian company’s Iand in US

INDORE TO US VIA LIECHTENSTEIN

Attachment In
Bank Fraud Case
Biggest Abroad

: PiyushMishra@timesgroup.com
: Ahmedabad: In its biggest-

i ever attachment abroad, the

: Enforcement Directorate on
: Thursday seized land worth
i around Rs 1,000 crore in the
: United States in connection
: withacaseof moneylaunder-
: ingagainstareal estatedevel-
: oper. This is the first time an

: Indian agency has attached

: property intheUS.

: The ED’s Ahmedabad zon-
: alunitattached the 1,280 acres
: of land in California belong-
¢ ingtoZoom Developersand its
: promoter Vijay Choudhary: It

mW ay Choudha

his company, Indore-based
Znom Developers. set up ‘more -
-than 100 dummy companies in
- India, Switzerland & London

» Took 32,200 crore in loans
from more than 20 banks for
projects in European countries

> No pro;ecttookoff'muiey 2l

“l

> Largeamountsweremoved
to a trust in Liechtenstein,

| considered a tax haven. Money

tllenusedtobuymlisin
India and abroad in the name

of Zoom Developers

B I.aldhwomhwasone
,suchacqulsition

NET CLOSES IN 21 director

arrested last month; arrest
warrant out for Choudhary

i ;c“qu,h&“" booked company
| or. fraud. Zoom isamong
:‘,hq\smm of Psu banks

has initiated action against
the company under sections 5
and 60 of the Prevention of
Money Laundering ActinaRs
2,200 crore fraud.

Although ED has earlier
attached properties abroad,
the sheer scale of the action

in the US is being seen as a
message to those who have
spirited away illicit funds
abroad in the hope of escap-
ingthelaw.

Thecaseisconsideredone
of the biggest bank loan
frauds in the country.

Sources said the company :
and its promoter had set up :

more than 100 dummy compa-
nies in London, Switzerland

and India. Hugeamounts were
diverted to a trust in Liechten- :

stein through fake firms.
From there the money was
moved to dummy companies
and properties were bought in
the name of Zoom Developers
in and outside India. The land

in California was purchased

in the company’s name,

The CBI has already book- :
ed a case of fraud againstthe :
company. Sharad Kabra, one :
of the directors of Zoom De- :

velopers, was arrested last

month. Heisinjudicial custo- :

dy. An arrest warrant has
been issued against Choud-
hary, who is absconding.

» 72,200 crore fraud, P 17
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Scale

* The United Nations Office on Drugs and Crime
(UNODC) conducted a study to determine the
magnitude of illicit funds generated by drug
trafficking and organised crimes and to
investigate to what extent these funds are
laundered. The report estimates that in 2009,
criminal proceeds amounted to 3.6% of global
GDP, with 2.7% (or USD 1.6 trillion) being
laundered.






Scale

* International Monetary Fund, who stated in 1998
that the aggregate size of money laundering in the
world could be somewhere between two and five
percent of the world’s gross domestic product. Using
1998 statistics, these percentages would indicate
that money laundering ranged between USD 590
billion and USD 1.5 trillion. At the time, the lower
figure was roughly equivalent to the value of the
total output of an economy the size of Spain.



Scale

As per the statistics released by the United
Nations Office for Drugs and Crime (UNODC)
value of various crimes which are covered by AML
provisions can be estimated as under :

Drug trafficking  -USD S 320 billion a year,
Counterfeiting -USD S 320 billion a year
Human trafficking -USD S 32 billion a year

Trafficking in timber -USD $3.5 billion a year
(South-East Asia alone).




I Biggest money-laundering settlements with US authorities

HSBC

ING

$619m

Jun 2012

Credit Suisse RBS (ABN AMRQ) Lloyds Banking
Group

$536m $500m $350m

Dec 2009 May 2010 Jan 2009

Sources: Company reports; national sources



Money Laundering

* When a criminal activity generates substantial
profits, the individual or group involved must
find a way to control the funds without
attracting attention to the underlying activity
or the persons involved. Criminals do this by
disguising the sources, changing the form, or
moving the funds to a place where they are
less likely to attract attention.






Vijay Mallya

e A special anti-money laundering court confirmed an
order for attachment of assets worth Rs 1,411 crore
issued by the ED against UBHL and others in
connection with its money laundering probe against
liquor baron Vijay Mallya and others.

* The total attachment made by the agency in this case
has now shot up to Rs 8,041 crore and this is one of
the largest attachment of assets made by ED in a
PMLA case till now

* In March 2018, “Indian Empress” his yacht worth USD
93 million was further attached in Malta



Money Laundering

* |In response to mounting concern over money
laundering, the Financial Action Task Force on
money laundering (FATF) was established by the
G-7 Summit in Paris in 1989 to develop a co-
ordinated international response. One of the
first tasks of the FATF was to develop
Recommendations, 40 in all, which set out the
measures national governments should take to
implement effective anti-money laundering
programmes.






Chhagan Bhujbal

 Former deputy chief minister was arrested in
March by Enforcement Directorate (ED) in an
alleged money laundering case in which the
agency claimed that he had caused a loss of Rs
870 crore to the exchequer.

* He challenged sections 19 and 45 of PMLA.
Section 19 empowers ED to arrest an accused
based on evidence gathered by the agency
against an individual, while section 45 deals with
bail of the accused.



PMLA

 There were 174 prosecution cases filed until May 2015
involving money laundering or confiscations in the judicial
courts. During the same period, legal action was taken against
properties worth Rs528 crore (S769 million).

* According to the latest information given by Minister of State
for Finance in a written reply to a question in the Lok Sabha,
283 prosecution complaints have been filed and properties
worth Rs18,866 crore have been attached.



PMLA

* Proceeds of Crime — Sec 2 (1)(u)
— Any property-movable or immovable
— Linkage to scheduled offence ( sec 2(1)(y))
— Value or value thereof
— In India or abroad
— In case of companies



Budget 2018

Budget of 2018 has proposed the following
changes as amendment in definition of
“proceeds of crime” :The definition of “proceeds
of crime” in PMLA was amended in 2015 to
include “property equivalent held within the
country” in case proceeds of crime is taken out
or held “outside the country”. The present
amendment shall allow proceeding against
property equivalent to proceeds to crime held
outside the country also.



Attachment

Sec 5 — provisional attachment

Sec 8 — Filing a case before adjudicating
authority

Sec 16 — Survey under PMLA
Search under PMLA



Trial under PMLA

Sec 41 & Sec 67 expressly bars the civil court to
have jurisdiction over PMLA cases

PMLA has special designated courts

Once may then appeal the above orders to
High Court & then Supreme Court

Once the Provisional Attachment order is
passed at the Adjudicating authority,
confirming the attachment, the ED then files a
prosecution complaint in the PMLA Special
Court



Trial under PMLA

The PMLA Special court calls for all accused
and the witness for detailed hearing

Examination of Money laundering, and where
are the proceeds of crime, and the attachment

How is the property connected to money
laundering, all documents are produced

The prayer by ED is for attachment of the
property & arrest of the person involved



Trial under PMLA

Charges are then framed

The Police may also be investigating the case
simultaneously, a prayer is made to transfer
the file to PMLA special court. So that the trail
is conducted in the same court.

Code of Criminal Procedure shall not apply to
the extent it is not inconsistent with PMLA.

Indian Evidence Act shall apply.



Power to arrest under PMLA

Sec 19

Possession of material

Reason to believe

Guilty of scheduled offence

PMLA special court shall give the orders
3 to 7 years of Jail

Grounds of arrest to be communicated
Adjudicating authority to be intimated



Bail

Sec 45
Very Stringent
No one can get bail behind the back of ED

PMLA special court to be satisfied that the
oerson is not guilty of the offence of money
aundering

Assurance that if given bail, then same offence
of money laundering shall not be committed



Budget 2018

The Budget of 2018 has proposed the following changes as
amendment in bail provisions:

Amendment proposed in Section 45(1) would make the
applicability of bail conditions uniform to all the offences under
PMLA, instead of only those offences under the schedule which
are liable to imprisonment of more than 3 years.

This will be a significant step forward in delinking the
proceedings against scheduled offences and Money laundering
offences under PMLA.

Further limit of Rs.one crore shall allow court to apply bail
provisions more leniently to less serious PMLA cases.



Supreme Court

* The Supreme Court on March 15, 2018
transferred to itself all pending Delhi High
Court cases related to the adjudication of the
Enforcement Directorate's power to arrest
under the Prevention of Money Laundering
Act, including the INX Media case related
to Karti Chidambaram.

e At the same time, the SC extended interim
relief granted to Karti by the Delhi HC, to until
March 26, 2018 ( the next date of hearing).
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Considering money laundering and
terrorist financing as part of your
institution’s business risk — a risk
based approach.
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MUMBAI/NEW DELHI, MAY 22
With betting on Indian Pre-

mier League (IPL) matches
peaking with the tournament -
heading for a close, the .
Directorate

Enforcement
(ED) today conducted raids
across the country on known
bookies and their associates.
According to sources here,
ED teams launched co-ordi:
nated raids at several premis-
esin Mumbai, Thane, Ahmed-
abad, Jaipur and New Delhi.
In Mumbai the raids were
conducted in suburban And-
heri, near the international air-
port and Kalbadevi in South
Mumbai. Among those raided
include several diamond
exporters, angadias or couri-
ers and many money-chang-
ers suspected to be part of
hawala rackets, sources said.

some prominent bookies were
picked up in different parts of
the country earlier this month.
ED officials here said the raids
conducted by sleuths from its
Ahmedabad office followed
incriminating  information
recovered from computers,
mobile phones and pen drives

~ recovered from bookies arrest-

ed in the earlier raid.
Mumbai police sources say,
prominent bookies from the
city had long gone into hid-
ing and were operating from

off-shore locations. While
several bookies are said to be
working from Dubai, sources
say some could also be oper-
ating out of vessels on the
high seas.

A team of over 30 officials
are part of search teams, the
sources said. The searches,
earlier this month, were
largely in the national capital
and its adjoining areas and
two Delhi-based alleged
bookies were arrested. Over
26 lakh was seized then
apart from a cache of comput-

D cracks down on bookles

er peripherals, mobiles and
hard drives, the sources said.

In March this year, the
Ahmedabad office of the
agency had claimed to have
busted the alleged betting
racket and arrested some
bookies from a farmhouse on
the outskirts of Vadodara city
in Gujarat. Later, the probe
agency arrested 13 others in
connection with this illegal
activity from Gujarat.

The same office registered
a money laundering case
against two prime suspects
and a few others in connec-
tion with the alleged racket

to be between
£1,000 and ¥4,000 crore. The
accused had been earlier
charged under Sections 418
(cheating), 419 (punishment
for cheating), 420 (cheating)
and other sections of the IPC
by the agency.



Hawala

 Money laundering is popularly known as Hawala
transactions. It gained popularity during early 90’s
when many of the politicians were caught in its net.
Hawala is an alternative or parallel remittance system.

 The Hawala Mechanism facilitated the conversion of
money from black into white. "Hawala" is an Arabic
word meaning the transfer of money or information
between two persons using a third person.

* The system dates to the Arabic traders as a means of
avoiding robbery. It predates western banking by
several centuries.



Process of Money Laundering

* Placement
— Dirty money being inserted in financial system
* Layering

— Separates the proceeds from their criminal origin by
moving them through a series of financial transactions

* |[ntegration

— Creating a legitimate explanation for their sources of
funds, allowing them to be retained, invested or used,
to acquire goods or assets

— The Process given above may not be in the same
order



PLACEMENT _ . LAYERING

’\
JATYPICAL  oirnies.

into the Financial System
Collection of Dirty Money MON EY " ’

5 LAUNDERING Paymentby Transer on

P s o o g SCHEME g‘o"g:‘;:‘/ o W Aot of

2ol (R R =% e
i = 1 y “TY >3

&0;,: o ’ : Wire

- Transfer

% Purchase of
Luxury Assets
Financial Investments

Commercial/Industrial Investments INTEGRATION Bank



Placement

The first stage is the physical disposal of cash.

The launderer introduces his illegal profits into
the financial system.

This placement is accomplished by depositing the
cash in domestic banks or in other types of
formal or informal financial institutions.

This is done by breaking up large amounts of cash
into less conspicuous smaller sums that are then
deposited directly into a bank account, or by
purchasing a series of monetary instruments
(cheques, money orders, etc.).



Placement

* The cash is usually siphoned off across borders
for deposit in foreign financial institutions, or
used to buy high-value goods, such as
artwork, aeroplanes, and precious metals and
stones, that can then be resold for payment by
cheque or bank transfer.



Layering

The Second stage in money laundering is layering.

The launderer engages in a series of conversions or
movements of the funds to distance them from their
source.

The funds might be channelled through the purchase and
sale of investment instruments such as bonds, stocks, and
traveller’s cheques or the launderer might simply wire the
funds through a series of accounts at various banks across
the globe, particularly to those jurisdictions that do not
cooperate in anti-money laundering investigations.

In some instances, the launderer might disguise the
transfer as payments for goods or services, thus giving
them a legitimate appearance.



Layering

A number of rotations to slush funds are given through
banks and this complex layer of financial transactions
are carried out to divorce the illicit proceeds from their
source and mislead the investigating agencies.

The high-value goods and monetary instruments are
resold and the proceeds are invested in real estate and
legitimate businesses, particularly in the leisure and
tourism industries.

Shell companies i.e. paper companies/bogus
companies) serve as front and are registered in
offshore havens.

They are a common tool in the layering phase.



Integration

* This is the stage where the funds are returned
to the legitimate economy for later extraction.
Examples include investing in a company,
purchasing real estate, luxury goods, etc.






Where can it occur

 As money laundering is a consequence of almost all
profit generating crime, it can occur practically
anywhere in the world. Generally, money launderers
tend to seek out countries or sectors in which there
is a low risk of detection due to weak or ineffective
anti-money laundering programmes. Because the
objective of money laundering is to get the illegal
funds back to the individual who generated them,
launderers usually prefer to move funds through
stable financial systems.






Where can it occur

* Money laundering activity may also be
concentrated geographically according to the
stage the laundered funds have reached. At
the placement stage, for example, the funds
are usually processed relatively close to the
under-lying activity; often, but not in every
case, in the country where the funds originate.



DID YOU KNOW?




Where can it occur

 With the layering phase, the launderer might
choose an offshore financial centre, a large
regional business centre, or a world banking
centre — any location that provides an
adequate financial or business infrastructure.
At this stage, the laundered funds may also
only transit bank accounts at various locations
where this can be done without leaving traces
of their source or ultimate destination.



Where can it occur

* Finally, at the integration phase, launderers
might choose to invest laundered funds in still
other locations if they were generated in
unstable economies or locations offering
limited investment opportunities.






Bob, an online merchant, decides to begin accepting bitcoins as payment.
Alice, a buyer, has bitcoins and wants to purchase merchandise from Bob.
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Alice's, her anonymity is protected.

When Bob creates a new address,

what he's really doing is generating a
“cryptographic key pair,” composed of
aprivate key and a public key. If you sign
amessage with a private key (which only
you know), it can be verified by using the
matching public key (which is known
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address she’s transferring bitcoins from.
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request is actually coming from the
legitimate account owner.
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Bitcoins in India

Bitcoin, which was launched in 2009, is often described as the
first cryptocurrency, even though prior systems existed.
Cryptocurrency means money that is made hidden and private—
and therefore secure—by means of encryption, or coding.
Blockchain is the technology behind cryptocurrencies.

The increased trading has helped push the digital currency’s value
to recent highs. In Feb 2018 it was traded at around USD 10,100

India’s leading bitcoin company Unocoin said the average
number of daily visitors to its website has spiked to 14,000,
compared to roughly 4,000 prior to demonetization.

Bitcoin and other cryptocurrencies have tremendous benefits for
most marginalised people, merchants, tax departments and
regulatory authorities. It has better price discovery, is anti-
inflationary and the transactions are irreversible



Bitcoins & Budget 2018

* |[n the Budget 2018 last month, Finance
Minister Arun Jaitley reiterated a well-known
official position — cryptocurrency is not
recognized as legal tender in India. He said the
government in Delhi will take all measures to
eliminate its use in financing illegitimate
activities

* |n February, 2018 India’s Income Tax
Department issued notices to at least 100,000
cryptocurrency investors



Process

However, there has been some confusion among those looking

to convert their paper money into the cryptocurrency, which is
created and stored online. In India, consumers can’t simply
exchange cash for bitcoins. Instead, they’re required to share their
bank account details and undergo a know-your-customer process to
start trading in the online currency.

Despite bitcoin exchanges not accepting cash, there were still many
takers for the digitized currency. Local bitcoin firm Zebpay traded
Rs100 crores (S14.8 million) worth of bitcoin in all of 2015, but saw
Rs75 crores (approx. $11.2 million) in bitcoin trading in November
alone. Chief executive officer Sandeep Goenka claimed that his
bitcoin exchange was on track to add 50,000 users per

month following the government’s decision.



Bitcoins — Present Scenario

* Trouble is, the virtual currency seems to have been
adopted by lots of questionable characters, some of
them outright criminals, including murderers,

traffickers in human beings and drugs, extortionists
and terrorists.

e Bitcoin and other virtual currency systems that use
block-chain technology to transmit value could
revolutionize financial services by offering an
inexpensive and secure method for completing
transactions globally.



BITCOIN

* Bitcoin startups Zebpay, Unocoin, Coinsecure and
SearchTrade have come together to form Digital
Asset and Blockchain Foundation of India (DABFI)
for the “orderly and transparent growth of the
virtual currency market.

 DAFBI will develop norms for trading of bitcoins
and other blockchain-based digital assets. DABFI
will also standardise Know Your Customer horms
and anti-money laundering and suspicious
transaction reports for member companies



Integration

This is the final stage in the process.

The launderer makes it appear to have been
legally earned and accomplishes integration of
the “cleaned” money into the economy.

By this stage, it is exceedingly difficult to
distinguish legal and illegal wealth.

It involves making the wealth derived from
crime appear legitimate.



Methods of Money Laundering

e Structuring ("Smurfing"): Smurfing is possibly
the most commonly used money laundering
method. It involves many individuals who

deposit cash into bank accounts or buy bank

drafts in amounts in small amounts to avoid
the reporting threshold.

 Bank Complicity: Bank complicity occurs when
a bank employee is involved in facilitating part
of the money laundering process







Methods

Money Services and Currency Exchanges:
Money services and currency exchanges
provide a service that enables individuals to
exchange foreign currency that can then be
transported out of the country

Asset Purchases with Bulk Cash
Electronic Funds Transfer
Postal Money Orders



Methods

 Credit Cards
e Casinos

* Refining: This money laundering method
involves the exchange of small denomination
bills for larger ones and can be carried out by
an individual who converts the bills at a
number of different banks in order not to raise
suspicion. This serves to decrease the bulk of
large quantities of cash



Methods

* Legitimate Business / Co-mingling of Funds

* Value Tampering: Money launderers may look for
property owners who agree to sell their property,
on paper, at a price below its actual value and
then accept the difference of the purchase price
"under the table". In this way, the launderer can,
for example, purchase a 2 million rupee property
for 1 million rupee, while secretly passing the
balance to the seller. After holding the property
for a period of time, the launderer then sells it for
its true value of 2 million rupees



Methods

* Loan Back: Using this method, a criminal provides
an associate with a sum of illegitimate money
and the associate creates the paperwork for a
loan or mortgage back to the criminal for the
same amount, including all of the necessary
documentation. This creates an illusion that the
criminal's funds are legitimate. The scheme'’s
legitimacy is further reinforced through regularly
scheduled loan payments made by the criminal,
and providing another means to transfer money.
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The enforcement direc-
torate (ED) has recorded its
best-ever performance in
crucial investigations done
by the agency so far, having
seized assets worth 3,650
crore under money laun-
dering laws in the year
2014-15. The anti-money
laundering (under
Prevention of Money
Laundering Act) and for-
eign exchange violations
(under Foreign Exchange
Management Act) has also
made the maximum num-
ber of prosecutions against
offenders of these laws
during the last financial
year.

Sources in the agency
said, “In 2014-15, the
agency arrested 19 persons
under the provisions of
PMLA as against seven in
the preceding year. The
agency succeed in record-
ing its best-ever perform-
ance in investigations so
far. The ED registered a
total of 178 cases under
PMLA till March 31 this
year.” As far as investiga-
tion under Fema is con-
cerned, the ED issued 654
showcause notices to dif-
ferent persons in the last
financial year, they added.

“Fifty-seven attachments
were effected in 2013-14,
this has been doubled to
138 in 2014-15. Besides, the
agency also issued 166 pro-
visional attachment orders
in 2014-15,” sources said.




Demonetization - PMLA

* The ED in Mumbai in February, 2017 arrested
the owner of Rajeshwar Exports, Kritika Dahal,

for money laundering using her company in
Hong Kong.

 ED team had come across illegal deposits of
money (after November 8, 2016) worth Rs 700
crore with various bank accounts, which later,
got diverted to Hong Kong.



Demonetization - PMLA

* During the course of investigation under PMLA, it
was revealed that the bank accounts were used
for illegal transactions of huge amounts.

* More than 100 accounts of different shell
companies were sourced for depositing huge cash
of more than Rs 92 crore in old demonetised
currency. The agency noticed that layering of
these funds has been done through more than
500 accounts.



Demonetization - PMLA

e Ultimately, the funds from all companies and
firms were credited through RTGS to Rajeshwar
Exports, which was utilised for outward
remittance to Hong Kong in guise of payment of
import of overvalued consignments of total 355
Bills of Entries.

* During investigation, it was revealed that an
amount of Rs 1478 crore is yet to be received by
Rajeshwar Exports against export made from the
company.



Demonetization — PMLA
e EDin Feb, 2017 has attached assets worth Rs 64.70 crore
of Divine Infracon, in a Delhi hotel property, managed by
Radisson Blu, for money laundering.

GOl is believed to have initiated action against at least 34
Chartered Accountants for allegedly converting scrapped
notes into new through shell companies during the
demonetisation period.

 The Serious Fraud Investigation Office (SFIO) has
registered cases against 49 shell companies, as much as
Rs 3900 crore has been laundered by 559 persons with
the help of 54 professionals. Also, Rs 1,238 crore cash has
been deposited in shell or dormant companies, post
demonetisation.



Prosecution Cases

* A senior income tax (I-T) official said the department has filed as
many as 570 prosecution cases in the last one year (till January
2017) against alleged offenders caught laundering money and
evading taxes, compared to 196 cases filed in different courts
across the country in the previous financial year (2015-16).

e Under I-T laws, a court conviction for tax offences can lead to
imprisonment of up to seven years in addition to fine and interest
and penalty on the tax evaded.

 The department has been taking up cases of money laundering
seriously and has asked officials to file prosecution complaints
against entities who refuse to own up their money despite enough
evidences based on banking data obtained on deposits made after
demonetisation.



ational

NSEL

The ED on 15 March, 2017 attached assets worth Rs 414.62 crore of a Chandigarh-based firm in connection with its
money laundering probe in the Rs 5,600-crore NSEL scam.

With this latest freeze on properties under the Prevention of Money Laundering Act, the total attachment in the
National Spot Exchange Limited (NSEL) case by the ED stands at Rs 2,554 crore.



Acouiring using o possessing criminal property

Handing the groceeds of crime, such as thefi,
fraud and tax evasion

Investing the proceeds of cimes nto other
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The Forms of
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Transfemring criminal property
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Risk — Political Persons

 The focus on Political Persons has increased
with recent events in the Middle East and
North Africa; financial institutions find
themselves in a key role regarding
international financial crime initiatives.

* Firstly, momentum has been gathering in
relation to global bribery and corruption
programs, and Libya, Egypt, Syria, other
uprisings have increased Money Laundering.



Trade based Money Laundering

* The Indian government has recently tightened an often
used route for trade-based money laundering.

* |ssuance of remittances or opening of letter of credit in
trade will now be done electronically involving the
Reserve Bank of India, banks and customs authorities.

 RBI has decided to do away with the requirement for
the banks to obtain a physical copy of the bill of entry
from the importer as an evidence of import, because
this data can be transferred in a secured manner from
the system of the customs department



De-Risking

e De-Risking has become a popular practice in financial
institutions, particularly banks. The absence of an
agreed definition leaves room for lengthy discussion
and debate particularly in the banking industry.
Some reports issued in this regard indicate that the
term of de-risking refers to terminating the business
relationship with customers, specifically
correspondent banking relationship, instead of
applying due diligence requirements to avoid the
potential risk involved



Red Flags

Factors considered by financial institutions when using a risk-based
approach at the account-opening stage:

The country in which the
customer lives or operates 2%

The nature of the 94%
customer's business

The of account
orb%ng product 9%

The anticipated volume and/or 80%
value of customer transactions

m‘mﬁ'ﬂ'ﬂ customer is 1%
“politically exposed” )

0 20 40 60 80 100
Mutipie respanses alowed. Percent of Respondents
Source; KPMG's Global Anti-Money Laundering Survey, 2007




Nirav Modi

* The total assets seized by the ED in this case
are now over Rs 6,393 crore

* The Enforcement Directorate has sent Letters
Rogatory (LRs) to seven more countries, these
seven countries are in addition to the six
countries where the LRs were sent earlier



Nirav Modi

* A letter rogatory is a formal request from a
court to a foreign court for judicial assistance
in an ongoing investigation to seek evidence.

* ED also contacted Interpol to initiate the
process of issuing red-corner notices (RCNs)
against both the fugitive diamond merchants.

* According to sources, ED has requested the

Interpol to issue RCNs against Modi and
Choksi.



Income Tax-CBI-ED-Police

New Strategy
Local Police to register FIR
Opening for ED to register a case under PMLA

Once under PMLA, his properties and assets equivalent to the
alleged unaccounted income can be attached and confiscated
on proving the charges

ED on 13 Nov arrests 7 persons in Bangalore on charges of
PMLA after IT search

CBI arrests a casino owner in Banglore after IT search finds Rs
5.7 crores in his bathroom

RBI official also arrested



AXxis Bank

ED registers a case against 2 managers of
Kashmere Gate Branch of Axis Bank at New
Delhi under PMLA in Dec, 2016

A case against a Chartered Accountant’s is also
registered

Role in cash deposits of over Rs 40 crore at the
Branch

Money transferred out to shell companies with
fictitious addresses



HDFC Bank
Cash Deposits of about Rs 100-150 crores in
karol Bagh branch of HDFC Bank in Nov, 2016
ED has tracked suspicious transactions
6 accounts
Based on a tipoff from FIU

Once deposited the money was transferred to
beneficiaries through banking channel

Front in these cases are suspected to be
jewellers, bullion traders



Rotomac

* The total outstanding amount, along with

interest liabilities for Rotomac is Rs. 3695
crore

* ED has registered a case under PMLA
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